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Introduction

Authenticated encryption: confidentiality & authentication in one
primitive.

Ongoing CAESAR competition on authenticated encryption (2014 — 2017)
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Introduction

Authenticated encryption: confidentiality & authentication in one
primitive.

Ongoing CAESAR competition on authenticated encryption (2014 — 2017)
= most proposed schemes are online.

4
C[]_] C[j] C[n]

Online authenticated encryption: computable on the fly, constant
memory.
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Introduction

Security notions to capture AE:
@ AE with associated data (AEAD) [Rogaway, 2002]

@ Nonce-misuse resistant AE (MRAE) [Rogaway et al., 2006] = cannot
be onlinel

@ Online nonce-misuse resistant AE (OAE) [Fleischmann et al., 2012]

@ Older notions for blockwise-adaptive adversaries [Fouque et al., 2003]

= What are the relations between these notions?
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Introduction

Security notions to capture AE:
@ AE with associated data (AEAD) [Rogaway, 2002]

@ Nonce-misuse resistant AE (MRAE) [Rogaway et al., 2006] = cannot
be onlinel

@ Online nonce-misuse resistant AE (OAE) [Fleischmann et al., 2012]

@ Older notions for blockwise-adaptive adversaries [Fouque et al., 2003]

= What are the relations between these notions?

Main contribution: we prove equivalence between OAE and blockwise
notions, modulo new PR-TAG notion.
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Online authenticated encryption

We consider the setting of [Fleischmann et al., 2012]

Online authenticated encryption scheme N = (K, &, D)
o finite key space KC

@ deterministic algorithms £ and D

K K

H — H —
E —CT D —Mv_L
M — C, T —

Required properties:
e correctness: D(K,H,E(K,H,M)) =M
e onlineness: Core o £(K, H,-) € OPerm[n]
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Online authenticated encryption

\ 4
Cl[1] Clj] Cln] T

blocks of n bits B, = {0,1}"

message space B}

header space H (e.g. {0,1}*) = nonce + associated data

tag space 7 = B; (7 bits)

ciphertext space C = B} x T (core ciphertext blocks + authentication
tag)
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Online authenticated encryption

We model encryption by online permutations of B}:.

v | [ g | - | M
7 € OPerm([n]
\ 4

Clj] depends only on M[1], ..., M[j].
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Security notions

We consider the following notions:
e OAE [Fleischmann et al., 2012]

@ blockwise privacy [Fouque et al., 2003-2004]

@ blockwise integrity [Fouque et al., 2003]
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Security notions

We consider the following notions:

o OAE [Fleischmann et al., 2012] = indistinguishability from idealized
primitive

@ blockwise privacy [Fouque et al., 2003-2004] = left-or-right sequential
blockwise CPA

@ blockwise integrity [Fouque et al., 2003] = existential forgery of
ciphertext
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Game OAE-REAL

proc Initialize
K&K

proc Enc(H, M)
return (K, H, M)

proc Dec(H, C)
return D(K, H, C)
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Game OAE-REAL Game OAE-IDEAL
proc Initialize proc Initialize
K&K for all H e H do

TH & OPerm[n]
for all (H,M) € H x B; do

Tum &T
proc Enc(H, M) proc Enc(H, M)
return (K, H, M) return (7 (M), Ty.m)
proc Dec(H, C) proc Dec(H, C)
return D(K, H, C) return |
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Game OAE-REAL Game OAE-IDEAL
proc Initialize proc Initialize
K&K for all H e H do

TH & OPerm[n]
for all (H,M) € H x B; do

Tum &T
proc Enc(H, M) proc Enc(H, M)
return (K, H, M) return (7 (M), Ty.m)
proc Dec(H, C) proc Dec(H, C)
return D(K, H, C) return |

AdV(n)AE(JZf) — Pr[%l_(IDAE-REAL = 1] _ PF[JZ{F?AE_IDEAL = 1]
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Blockwise privacy

Game LORS-BCPA

proc Initialize
K&k
b& (0,1} _
H+—1;, M<+¢g j<+0O

proc LR(H, Po, P1) _
if H= 1 then H <+ H
M «— M||Pp o
C < Core(E(K, H, M))
Jj—j+1
return C[j]
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Blockwise privacy

Game LORS-BCPA

proc Initialize proc GetTag(H)

Ki}g ifH:J_thenIEtH
bE {01} T  Tag(£(K, H, M))
He— 1, M«e j«0 H« 1, M<«e j<0
return T
proc LR(H, Po, P1) _ o
if H= 1 then H < H proc Finalize(d)
M «— M||P, return d = b
C «+ Core(E(K, H, M))
Jj—j+1
return C[j]
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Blockwise privacy

Game LORS-BCPA

proc Initialize proc GetTag(H)

Ki}g ifH:J_thenIEtH
bE {01} T  Tag(£(K, H, M))
He— 1, M«e j«0 H« 1, M<«e j<0
return T
proc LR(H, Po, P1) _ o
if H= 1 then H < H proc Finalize(d)
M «— M||P, return d = b
C «+ Core(E(K, H, M))
Jj—j+1
return C[j]

AdVR_LORS_BCPA(JZf) —92. Pr[,;zfl%ORS‘BCPA = 1] -1
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Blockwise privacy: deterministic schemes?

Issue with deterministic left-or-right indistinguishability: trivial attacks
possible.

Query a Lo Ly Ro Ry

Query b Lo Ly R Rs3

= Compare C,[0] and Cp[0] to distinguish between left and right.
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Blockwise privacy: deterministic schemes?

We define the online-respecting condition to avoid these attacks. Valid
adversaries must respect it.

LLCP(L,, Lp)t = LLCP(Ra, Ry) if Hy = Hp

La[1]| - | La[j]| - |Laln] Ra[1]| -+ |Ra[j]| - | Raln]
A A A Y
\ 4 \ 4 \ 4 A
Lo[1] | - | LoLT| - |Lelpl| |Ru[]| - |RelI| - | Rolp]

Equivalently (Proposition 1): Joyy € OPerm|[n] s.t. L; = op,(Ri)

Yength of longest common prefix
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Blockwise integrity
Game B-INT-CTXT

proc Initialize

win < 0

K&K

X0

H+— 1, M<+¢g j<+0O

proc Enc(H,P)
if H= 1 then H<«+ H
M «— M||P o
C < Core(E(K, H, M))
J—J+1
return C[j]
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Blockwise integrity

Game B-INT-CTXT

proc Initialize
win < 0
K&K
X0
He 1; M<«e; j<+«0

proc Enc(H, P)
if H= 1 then H«H
M +— M||P o
C < Core(E(K, H, M))
J—J+1
return C[j]

proc GetTag(H)
if H= 1 then H <+ H
C « &(K,H, M)
X~ XU{(H,C)}
H+— 1, M<+¢g j<+0
return Tag(C)

proc Dec(H, C)
M « D(K, H, C)
if (H,C) € X then M «+ L
if M # | then win + 1
return M

proc Finalize()
return win
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Blockwise integrity

Game B-INT-CTXT proc GetTag(H)
if H= 1 then H <+ H
proc Initialize C <+ &(K,H,M)
win < 0 X~ XU{(H,C)}
K&K He L, Meeg j+0
X0 return Tag(C)

He 1; M<«e; j<+«0
proc Dec(H, C)

proc Enc(H, P) M+ D(K,H,C)
if H= 1 then H + H if (H,C) € X then M «+ L
M<—M||P o if M # L then win < 1
C < Core(E(K, H, M)) return M
JjJj+1
return C[j] proc Finalize()
return win

Advﬁ_lNT_CTXT(%) — Pr[ﬂnB_INT_CTXT = 1]
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Main results

| D-LORS-BCPA A B-INT-CTXT |

— Prop. 2

4

| OAE

Thms. 1,2, 3 Thm. 4

\ 4
D-LORS-BCPA A B-INT-CTXT A PR-TAG

Relations between notions shown in the paper.
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Theorem 1: OAE — D-LORS-BCPA

Ho
AE b & 0,1}
M—e¢€j+0
LR(H7 P07Pl) M(— MHPb EnC(H, M)
I >
- . . -«
Clj] Jegtl C.T
“/D-LORS-BCPA
GetTag(H) Enc(H, M)
e M+ ¢j+0 {T————*
: T C, T
d
|
d=>b

Advantage: AdvR'LORS'BCPA(sz%) =2. AdngE(%)
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Proposition 2: D-LORS-BCPA A B-INT-CTXT -4 OAE

We construct a counter-example &£’

g iC)TA* C7 TH]'
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Proposition 2: D-LORS-BCPA A B-INT-CTXT -4 OAE

We construct a counter-example &£’

g iC)TA* C7 TH]'

g/

o &' is as secure as € for D-LORS-BCPA and B-INT-CTXT.
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Proposition 2: D-LORS-BCPA A B-INT-CTXT -4 OAE

We construct a counter-example &£’

g iC)TA* C7 TH]'

g/

o &' is as secure as € for D-LORS-BCPA and B-INT-CTXT.

@ The tag allows to distinguish real scheme from ideal scheme with
probability %
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Proposition 2: D-LORS-BCPA A B-INT-CTXT -4 OAE

We construct a counter-example &£’

g iC)TA* C7 TH]'

g/

o & is as secure as £ for D-LORS-BCPA and B-INT-CTXT.

@ The tag allows to distinguish real scheme from ideal scheme with
probability %

@ Neither D-LORS-BCPA nor B-INT-CTXT enforce uniformly
distributed tag.
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A novel notion: pseudo-random tag

PR-TAG = indistinguishability from real encryption + random tag
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A novel notion: pseudo-random tag

PR-TAG = indistinguishability from real encryption + random tag

Game PR-TAG-REAL

proc Initialize
K&K

proc Enc(H, M)
return £(K, H, M)
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A novel notion: pseudo-random tag

PR-TAG = indistinguishability from real encryption + random tag

Game PR-TAG-REAL Game PR-TAG-IDEAL
proc Initialize proc Initialize
K&K K&K
for all (H,M) € H x B;; do
Tum &T
proc Enc(H, M) proc Enc(H, M)
return £(K, H, M) C < Core(E(K, H, M))
return (C, Ty m)
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A novel notion: pseudo-random tag

PR-TAG = indistinguishability from real encryption + random tag

Game PR-TAG-REAL Game PR-TAG-IDEAL
proc Initialize proc Initialize
K&K K&K
for all (H,M) € H x B;; do
Tum &T
proc Enc(H, M) proc Enc(H, M)
return £(K, H, M) C < Core(E(K, H, M))
return (C, Ty m)

AdVER_TAG(JZf) — Pr[%rIiR—TAG—REAL = 1] _ Pr[ﬂﬂPR—TAG—IDEAL = 1]
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Theorem 4:

D-LORS-BCPA A B-INT-CTXT A PR-TAG — OAE

Enc(H, M)
< > &

OAE

Dec(H, C)

D
>
<&

AdVﬁAE(JZ{) — Pr[%[—(I)AE_REAL = 1] _ Pr[dr(])AE—IDEAL = 1]
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Theorem 4:

D-LORS-BCPA A B-INT-CTXT A PR-TAG — OAE

Enc(H, M)
< > &

OAE

Dec(H, C)

< - 1

AdVﬁAE(JZ{) — Pr[%[—(I)AE_REAL = 1] _ Pr[dr(])AE—IDEAL = 1]

< Advﬁ_lNT-CTXT(%c)
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Theorem 4:

D-LORS-BCPA A B-INT-CTXT A PR-TAG — OAE

Enc(H, M)

v

Coreo &, Ty m

<
<

OAE

Dec(H, C)

< - 1

AdVﬁAE(JZ{) — Pr[%[—(I)AE_REAL = 1] _ Pr[dr(])AE—IDEAL = 1]

< AdVEINT-CTXT (/) 4 AduPRTAG ()
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Theorem 4:

D-LORS-BCPA A B-INT-CTXT A PR-TAG — OAE

Enc(H, M)
< »  TH, THMm
o7
OAE Dec(H, C)
< > uE

AdngE(JZ{) — Pr[ﬂ[—?AE_REAL = 1] _ Pr[dr(])AE—IDEAL = 1]

< Advﬁ_lNT-CTXT(%C) + AdVﬁR_TAG(M) + AdVR—LORS—BCPA(&/p)
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Theorem 4: reduction of D-LORS-BCPA

Reduction between D-LORS-BCPA adversary <7, and OAE adversary .77
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Theorem 4: reduction of D-LORS-BCPA

Reduction between D-LORS-BCPA adversary <7, and OAE adversary .77

o,
P OH & OPerm[n]
Tum & T
Enc(H, M) R+ on(M) LR(H, R[j], M[])
> >
———— / «——————
c.T T T clil
AOAE
Dec(H, C)
P —— {}
: 1
d

Lemma 5: Core(E(K, H,on(+))) is equivalent to my & OPerm[n]
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Conclusion

@ Reformulation of blockwise privacy for deterministic OAE schemes.
Definition of online-respecting adversaries.

@ Proposition of a new PR-TAG security notion.

@ Proof of equivalence between OAE and blockwise notions:
OAE > D-LORS-BCPA A B-INT-CTXT A PR-TAG
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Conclusion

@ Reformulation of blockwise privacy for deterministic OAE schemes.
Definition of online-respecting adversaries.

@ Proposition of a new PR-TAG security notion.

@ Proof of equivalence between OAE and blockwise notions:
OAE > D-LORS-BCPA A B-INT-CTXT A PR-TAG

Open questions:

@ Overlap between D-LORS-BCPA and PR-TAG? Minimality of
PR-TAG?
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Conclusion

Thank you for your attention!
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Bonus slides
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Theorem 2: OAE — B-INT-CTXT

PBone found < 0
M<+—¢€j+0
Enc(H, P) M — M||P
>
4— . .
GetTag(H)
GBINT-CTXT ? M<«+—¢j<«0
| Dec(H.C)  if M £ L then
' M found <1

A

A

[
found

Advantage: Advp

G. Endignoux, D. Vizar (EPFL)

B-INT-CTXT(M) — AdVgAE(,@)

Linking OAE & blockwise attack models

Enc(H, M)
—>

C, T

Enc(H, M)
—>

C, T
Dec(H, C)

FSE 2017 22 /20



Theorem 3: OAE — PR-TAG

PBonE
Tum & T
Enc(H, M)
DrTAG e > T '« Tum 1
C, T
I
b
1—-b

Enc(H, M)
———»

C, T

Advantage: AdviRTA¢(7) = AdngE(le) + AdVCn)AE(@)

Pr[c/PRTAGREAL _ 1] _ pp[o7OAE-IDEAL s 1] — AdvOAF(o7)
Pr[cfQAEIDEAL — 1] pr[oPR-TAG-IDEAL _ 1] — AdvOAE(2)
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Theorem 3: OAE — PR-TAG

PBonE
Tum & T
Enc(H, M)
DrTAG e > T '« Tum 1
C, T
I
b
1—-b

Enc(H, M)
———»

C, T

Advantage: AdvﬁR'TAG(ﬂ) = AdngE(le) + AdV(n)AE(%)

Pr[ﬂfl—?AE_REAL = 1] _ Pr[JZfr(])AE_IDEAL = 1] — AdVgAE(JZ{)
Pr[JZfl—?AE_IDEAL = 1] _ Pr[JZ{[—ITR_TAG_IDEAL = 1] — AdvﬁAE(@)
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Theorem 3: OAE — PR-TAG

PBonE
Tum & T
Enc(H, M)
DrTAG e > T '« Tum 1
C, T
I
b
1—-b

Enc(H, M)
———»

C, T

Advantage: AdvﬁR'TAG(ﬂ) = AdngE(le) + AdV(n)AE(%)

Pr[ﬂl_(l)AE-REAL =1] - Pr[ﬂr(])AE—IDEAL = 1] = AdvﬁAE(d)
Pr[g8QAEIDEAL —, ] — Pr[gQAEREAL — o] — Adv"E(%)
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